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Overview This course is designed to give managers and individuals who are responsible for ensuring
that personal data is processed in accordance with all current data protection legislation the
knowledge they require to fulfil the duties expected of them thus assisting their organisation
to comply with their legal obligations.

The Course is delivered by data protection professionals in an engaging and innovative style
designed to aid learning and retention of the information. Learners can attend this day long
course on either a public course, or in a closed in-house session. Delivery can be in person or
virtually.

Syllabus

Level 2 Foundation course in Data Protection 2

Trainer led session Yes
Format Classroom Zoom

Number of sessions 1 2

Duration 09.00 – 16.30
3.5 hours per session

(1 week apart)

Revision online quizzes

Exam
1 hour 30 question multiple-choice

(1 week after last session)

Learners will learn the key elements of relevant data protection legislation including The Data
Protection Act 2018 and EU and UK General Data Protection Regulations.

The interaction between UK and EU law will be discussed as well as the difference between
EU Directives and Regulations.

Learners will explore in detail key definitions within the legislation and the course aims to
demystify many of these definitions, for example, the difference between Controllers and
processors and differences between Pseudonymisation and Anonymisation. Learners will
thoroughly understand the differences between standard category and special category
personal data and learn to identify invisible or hidden personal data using examples found
in everyday business activities.

A key phrase under the GDPR is the term ‘ ’ and by the end of the course Learners
will appreciate the difference between ‘desirable’, ‘would like' and ‘necessary’.

In order to process personal data an organisation must have a lawful reason for processing
or using that information - this course will cover the lawful bases under which personal data
and special category (or sensitive) data can be processed. Discussion will include when you
might choose the consent lawful basis over the legitimate interest's lawful condition.

Legislation

Key definitions

Lawful conditions of processing
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The 6 data protection principles will be explored to ensure that Learners process data fairly
and lawfully, know what action to take to comply with the transparency principle, understand
when data collection is deemed unreasonable and the expectations the GDPR places on an
organisation to ensure information is kept accurate and up-to-date.

How much data can be collected, for what purpose and for how long information can be
retained will be discussed together with what security (referred to as having appropriate
‘organisational’ and ‘technical’ measures) is reasonably required to protect personal
information.

We will discuss the notions of Accountability, Transparency, and Power Imbalance and how
ignoring these fundamental pillars will result in a technical breach of the legislation.

The 8 rights of individuals will be covered including the rights to object, be forgotten and
rectification. The fundamental right of individuals to request copies of information under the
right of access to information will be explained.

The course will outline the obligations on Controllers to have in place reasonable oversight
and governance measures and offer examples on how to comply with this obligation.  This
includes having in place policies, procedures, data sharing agreements, audit processes and,
where appropriate, appointing a Data Protection Officer.

Learners will learn about the role of Data Protection Authorities (DPA), and specifically about
the UK information Commissioners Office. Levels of fines and sanction options open to
authorities will be explored together with the right of individuals to claim compensation.

The obligation on Controllers to report a breach including mandatory timescale's will be
discussed together with when a data subject must be informed of a breach.

A one hour 'closed book' 30 question  multiple choice examination set and overseen by Hand
In Hand Professionals will validate the understanding of the Learner. A pass mark of 60% is
required to pass the exam.

No pre-requisite for this course is necessary, however, the completion of the Griffin House
Level 1 Introduction to Data Protection eLearning course would be helpful for the Learner.
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